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Before We Begin…

• First, as a reminder, the information we offer 
today is for general educational purposes only 
and does not constitute legal advice.

• Second, we’re assuming familiarity with basic 
HIPAA and HITECH privacy, security and breach 
notification requirements to allow us to move 
directly to a discussion of enforcement trends 
and risk management strategies.



Today’s Agenda

• First, we’ll review recent headlines involving 
disclosures of PHI and offer recommendations for 
identifying and reporting breaches.

• Second, we’ll discuss what to expect and how to 
prepare for upcoming HIPAA audits.

• Finally, we’ll cover strategies for responding to 
increasingly frequent OCR complaints.



Fairly Recent Headlines

• Health Net of Connecticut
• WellPoint
• Blue Cross Blue Shield of Tennessee



Identifying Breaches
• Remember that a breach is an unauthorized 

use or disclosure of PHI that poses a significant 
risk of financial, reputational or other harm to 
the affected individual. 

• To determine if the harm threshold has been 
met, a risk assessment must be conducted.  

• Relevant factors to consider and document 
include to whom the PHI was disclosed, the type 
and amount of PHI disclosed, the risk of further 
disclosure.



Key Reporting Considerations
• Notification must occur without unreasonable 

delay and in no case later than 60 calendar days 
after discovery.

• Note that the 60 day clock begins ticking when 
incident is first known, not when the investigation 
of the incident is complete, even if it is initially 
unclear whether the incident is a breach.

• For breaches involving more than 500 individuals, 
be sure to determine the number of persons 
affected in each state or jurisdiction to alleviate 
(potentially) the need to report to media outlets.



Overlapping State Laws

• Forty-six states, the District of Columbia and New 
York City have data breach notification laws.

• Key distinctions between the laws include the 
format of the information breached, the type of 
information breached, the persons or entities to 
be notified and the content of the notice.



Top 5 Reporting 
Recommendations

1. Adopt a risk assessment procedure.
2. Document risk assessments.
3. Report only confirmed breaches - don’t report 

questionable breaches “just to be on the safe 
side”.

4. Promptly report confirmed breaches to all
required individuals and agencies. 

5. Allocate reporting responsibilities clearly in 
business associate agreements.



HIPAA Audit Facts

• KPMG began auditing covered entities and 
business associates last fall with a goal of 
completing 150 audits by the end of 2012.

• Background materials posted on the HHS/OCR 
website focus more on the process and timing of 
the audits and less on the content of the audits.

• Case examples and resolution agreements which 
show how covered entities can effectively comply 
with HIPAA privacy and security requirements are 
also posted on the HHS/OCR website.



Audit Suggestions from OCR
• Check that risk assessments are up-to-date.
• Make sure that senior managers are supportive of 

risk mitigation strategies.
• Review existing compliance programs and staff 

training.
• Ensure vigilant implementation of privacy and 

security policies and procedures (and sanctions 
for violations).

• Conduct frequent internal compliance audits.
• Develop a plan for promptly responding to breach 

incidents.



Top 5 Audit Best Practices 
• Make sure policies and procedures are up-to-date 

and that recent training has occurred.
• Make sure business associate agreements are up-

to-date.
• Make sure notices of privacy practices are up-to-

date.
• Make sure that breach identification and 

notification procedures are in place and that 
training has occurred.

• Monitor HHS/OCR and KPMG websites for more 
information. 



OCR Enforcement Trends 

• As mentioned previously, case examples and 
resolution agreements posted on the HHS/OCR 
website provide insight regarding enforcement 
trends.

• Review of the increasing number of cases 
indicates that OCR is finally taking HIPAA 
enforcement seriously.

• Anecdotally, we are seeing more complaints 
being filed against clients, including covered 
entities, business associates and individuals and 
organizations not subject to HIPAA.



How Not To Respond 
To A Complaint

• Last year’s $4.3M penalty levied against Cignet
Health of Prince George’s County can be 
attributed to gross indifference to individual 
rights provisions of HIPAA and the government’s 
authority to enforce them.



Top 5 OCR Complaint
Response Strategies

• Take individual privacy rights seriously.
• Respect the government’s enforcement authority.
• Have early and frequent phone contact with OCR 

investigators.
• Craft thorough responses to issues raised in 

complaint to educate OCR regarding your 
organization and its compliant privacy practices. 

• Push back on errant factual allegations and legal 
conclusions.



Questions


